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A way-too-short introduction
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30 minutes
on security and privacy

 Techie stuff

* Internet, protocols, sniffing and
encryption

« What is privacy

e your data, your choice?

LILLEBA®LT

QOO0 \orten Bo Nielsen — mon@eal.dk 2/17


mailto:mon@eal.dk

Techie stuff
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How the internet works
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Quick intro to protocols

\

WWww email file transfer

(HTTP) (SMTP, IMAP, POP3) (FTP) | I
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Time Source Destination Protocol Length Info
36 73.31565200 10.0.20.125 107.23.243.205 HTTP 2828 GET / HTTP/1.1
35 73.61362700 10.0.20.125 23.235.43.239 HTTP 581 GET / HTTP/1.1
17 298.2497280 10.0.20.125 23.235.43.239 HTTP 710 GET / HTTP/1.1
)0 83.53702300 10.0.20.125 23.235.43.239 HTTP 706 GET /2015/11/lego-xwing-death-star/ HTTP/1.1
[2 191.9046746 10.0.20.125 23.235.43.239 HTTP 729 GET /2015/11/lego-xwing-death-star/ HTTP/1.1
i3 88.75307800 10.0.20.125 205.251.219.19 HTTP 531 GET /5640d91361646d0497000015/9715a98a-00bb-4e7d-829d-
’9 88.98241300 10.0.20.125 205.251.219.19 HTTP 535 GET /5640d91361646d0497000015/9715a98a-00b0-4e7d-829d-
[5 88.81501800 10.0.20.125 205.251.219.19 HTTP 534 GET /5640d91361646d0497000015/9715a98a-00b0-4e7d-829d-
2 88.71043600 10.0.20.125 205.251.219.19 HTTP 531 GET /5640d95b61646d049d00000a/824584a7-b6AT-47Td9-89e1-
(4 191.9293760 10.0.20.125 205.251.219.19 HTTP 531 GET /5640d95bb61646d049d00000a,/824584a7-bb0T-4fd9-89el-

me 30: 439 bytes on wire (3512 bits), 439 bytes captured (3512 bits) on interface ©

ernet II, Src: IcpElect d6:1le:06 (00:08:9b:d6:1e:06), Dst: IPvdmcast 7f:ff:fa (01:00:5e:7f:ff:fa)
ernet Protocol Version 4, Src: 10.0.20.113 (10.8.20.113), Dst: 239.255.255.250 (239.255.255.250)
r Datagram Protocol, Src Port: 1900 (1900), Dst Port: 1960 (1908)

ertext Transfer Protocol
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btw

no confidentiality
and

no Integrity
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Encryption

Internet

encryption O—:
—

your laptop
Some senver
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Privacy

4+
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Sharing data

Friends and family Doctor Large corporation
e.g insurance
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Product vs. costumer

geek & poke

ISN'T IT GREAT?
WE HAVE TO
PAY NOTHING

FOR THE BARN

YEAH!
AND EVEN
THE FOOD
IS FREE

PIGS TALKING ABOUT THE
"FREE" MOPEL | |
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3rd parties

pOlItIkkendk b.dk 15 Trackers

wired.com

13 Track Adobe TagManager
rackers
10 Trackers

4+
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Closing comment

Privacy by design
VS.
Privacy by policy
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Credits & licences 000

 Content by Morten Bo Nielsen
License: Creative Commons Attribution-NonCommercial-
ShareAlike 3.0 Unported License.

(http://creativecommons.org/licenses/by-nc-sa/3.0/)
« EAL logo might be an issue, please check before you use it
* Friends:

http://www.clipartpanda.com/clipart_images/23-best-friends-

clip-art-2841017

 doctor:

http://www.clipartpanda.com/clipart_images/doctor-cl
-13-282x300-2122002
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Credits & licences 000

* sOome icons:
http://www.cliparthut.com/black-and-white-social-media-icons-fre
e-clipart-UvsuZqg.html

« umbrella logo

http://www.clipartsheep.com/umbrella-corporation-clipart-37358.
html

« email icon:
http://www.freepik.com/free-icon/black-envelope 755015.htm

« ftp icon:
http://www.freepik.com/free-icon/ftp-file-transfer-protocol 75528
6.htm

« www icon http://www.freepik.com/free-icon/browser 7555

* pigs: ‘ l

http://geekandpoke.typepad.com/geekandpoke/2010/12/t hesikeds
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